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WITH SCIENCE
Understanding Misleading, Manipulative, and Deceptive Cybersecurity
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The views expressed in this presentation are mine alone. 
Reference to any specific products, process, or service do not 

necessarily constitute or imply endorsement, recommendation, 
or favoring by the United States Government or the 

Department of Defense.
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The content of this presentation is not intended to malign any 
religion, ethnic group, club, organization, company, individual, 
vendor, product, or service. Any such material presented in any 
format, without limitation, is for informational purposes only. 
Any potential customer of any vendor is expected to conduct 

their own due diligence and assessment of the vendor, product, 
or services as appropriate for their needs.
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HELLO
I’m Josiah. I’m a Scientist.



395LASER Workshop • October 19, 2017

WHY
THIS?
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Quick Facts: Information Security Analysts

2016 Median Pay $92,600 per year

Typical Entry-Level Education Bachelor’s degree

Work Experience in a Related Occupation Less than 5 years

On-the-job Training None

Number of Jobs, 2014 82,900

Job Outlook, 2014-2024 18% (Much faster than average)

https://www.bls.gov/ooh/computer-and-information-technology/information-security-analysts.htm#tab-1
https://datausa.io/profile/soc/151122/#demographics

Average Age 42.2

Gender Composition, 2015 77% male

Race, 2015 74% white
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Few cybersecurity practitioners read academic 
research papers
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Few cybersecurity practitioners read academic 
research papers

https://www.usenix.org/system/files/conference/ase16/ase16-paper-wee.pdf
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MARKETING SCIENCE

• Title Type

• Title Length

• Readability

• Humor

HACKING ARTICLE TITLES

http://eprints.rclis.org/19669/1/Jamali_title.pdf
http://rsos.royalsocietypublishing.org/content/2/8/150266

https://ai2-s2-pdfs.s3.amazonaws.com/21c0/7eb72853a4012af90a5b316af0d481519563.pdf
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https://blog.kissm
etrics.com

/creating-headlines-for-clicks/
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https://blog.kissm
etrics.com

/creating-headlines-for-clicks/
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CYBERSECURITY “MAGIC”
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SCIENCE
AND “SCIENCE”

OUR METHOD
In 2014, 26% of Americans 

reported a clear understanding of 
scientific study.

OUR KNOWLEDGE
Nearly half of Americans cited the 
Internet as their primary source of 

science and technology information 
in 2014.

OUR BELIEFS
About 4 in 10 Americans say they 
have “a great deal of confidence” 

in the scientific community.

National Science Board, “Science and Engineering Indicators,” 2016
https://www.nsf.gov/statistics/2016/nsb20161/uploads/1/nsb20161.pdf
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FAILURE TO
NOTICE?
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MAC MASK
WITH REFLECTION

http://www.lavasoft.com/company/press/adaware11/files/ad-aware_free_product_sheet.pdf
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MAC MASK
WITH REFLECTION

http://www.lavasoft.com/company/press/adaware11/files/ad-aware_free_product_sheet.pdf
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https://www.zonealarm.com/software/extreme-security/
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https://www.pandasecurity.com/usa/intelligence-platform/
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iPAD MASK
WITH REFLECTION

Reports and Surveys

• The Global State of Information 
Security® Survey 2017 (PwC)

• M-Trends® 2017

• Verizon’s 2017 Data Breach 
Investigations Report

• Cisco 2017 Annual Cybersecurity 
Report

• Tenable Global Cybersecurity 2017 
Assurance Report Card

https://www.ponemon.org/library/the-rise-of-ransomware
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HACKING SCIENCE
https://projects.fivethirtyeight.com/p-hacking/
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HACKING SCIENCE
https://projects.fivethirtyeight.com/p-hacking/
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HUMAN FACTORS
Opportunities for Research

Who: Users, designers, administrators, adversaries
What: Beliefs, perceptions, motivations, biases, …

How: International, ecological validity, external validity
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GRAPHS
INCREASE PERSUASION
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Participants given graphs expressed greater belief in the claims, 
rating the medication as more effective (6.83 of 9) than did 
participants given verbal description only (6.12 of 9). A chi-square 
test indicated that a higher percentage believed the medication 
would truly reduce illness for the graphs group (96.55%) than for 
the control group (67.74%).

Aner Tal and Brian Wansink. "Blinded with science: Trivial graphs and formulas increase ad persuasiveness and belief 
in product efficacy." Public Understanding of Science, 2016, Vol. 25(1), 117-125.
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PIE CHARTS
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PIE CHARTS
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https://www.fireeye.com/content/dam/fireeye-www/services/pdfs/ig-mtrends-2017.pdf
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WHAT CAN YOU DO?

https://www.ftc.gov/news-events/press-releases/2017/01/ftc-charges-d-link-put-consumers-privacy-risk-due-inadequate



3934LASER Workshop • October 19, 2017

ADVICE FOR RESEARCHERS

• Continually practice communication of science.
• Be truthful and accurate. Substantiate claims.
• Keep marketing and technical staff in sync.
• Watch out for deceptive claims.
• Report deception.



3935LASER Workshop • October 19, 2017

WHO PAID?
Who conducted and/or paid for the work? Compared with 
evaluations or results that came from the vendor, independent 
analysis and results are less prone to seeking evidence that simply 
confirms a desired result.
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WHAT WORDS?
What do the adverbs and adjectives mean? Statements that use 
subjective, imprecise words such as “significantly” or 
“substantially” might carry a different meaning or judgement than 
my own.
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WHAT SAMPLE?
What was the size and composition of the data sample? I have low 
trust and confidence in results and claims based on representatively 
small sample sizes or selectively-chosen data points – both of which 
may over (or under) inflate the true claim.
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DISAPPEARING SECURITY
• Continued state of poor security adoption and practice (devs and users)

• Ideally, build less vulnerable systems

• Despite active and valiant work at adoption and usability, many users cannot or will not 
avail themselves of many cyber security options

• Hands-off, behind-the-scenes cyber defense the new norm?

• Users seem to be accepting auto-updates
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Q&A


