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The views expressed in this presentation are mine alone.
Reference to any specific products, process, or service do not
necessarily constitute or imply endorsement, recommendation,
or favoring by the United States Government or the

Department of Defense.
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The content of this presentation 1s not intended to malign any
religion, ethnic group, club, organization, company, individual,
vendor, product, or service. Any such material presented in any

format, without limitation, is for informational purposes only.

Any potential customer of any vendor 1s expected to conduct

their own due diligence and assessment of the vendor, product,
or services as appropriate for their needs.




HELLO

I’m Josiah. I’'m a Scientist.
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* BUREAU OF LABOR STATISTICS

Quick Facts: Information Security Analysts

2016 Median Pay

$92,600 per year

Typical Entry-Level Education

Bachelor’s degree

Work Experience in a Related Occupation

Less than 5 years

On-the-job Training

None

Number of Jobs, 2014

82,900

Job Outlook, 2014-2024

Average Age

18% (Much faster than average)

42.2

Gender Composition, 2015

77% male

Race, 2015
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74% white




Few cybersecurity practitioners read academic
researCh papers S Academics Say @AcademicsSay - Aug 3
@ academic publishing redux | @MHendrlcks

Michael Hendricks
“‘ @MHendricks

Publish in journals.

Point Mutation @Point Mutation

Science twitter: tell me the weirdest things
your lab does for merely historical/
superstitious reasons

2017-08-02, 5:55 PM

Tl 459 O 14K
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Few cybersecurity practitioners read academic
research papers

The present study aimed to extend Bashir et al.’s
(2015) research into cybersecurity competition partici-
pants by using more comprehensive measures of self-
efficacy and similar personality variables to elucidate
the role of self-efficacy in broader cybersecurity out-
comes.
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Key Reinstallation Attacks: Forcing Nonce Reuse in WPA2

Mathy Vanhoef 1y

imec-DistriNet, KU Leuven 7 Home QNEWEM Weather SportsWrap Entertainment eee CJ de: 69° Connect
Mathy.Vanhoef@cs.kuleuven.be SAN DIEGO

ABSTRACT ‘Krack' Security Flaw Puts Every Wi-Fi Connection at Risk

We introduce the key reinstallation attack. This attack abuses design
or implementation flaws in eryptographic protocols to reinstall an
already-in-use key. This resets the key’s associated parameters such But the gaping hole in the Wi-Fi DTOTOCO‘ is fixable
as transmit nonces and receive replay counters. Several types of
cryptographic Wi-Fi handshakes are affected by the attack. n
All protected Wi-Fi networks use the 4-way handshake to gen-
erate a fresh session key. So far, this 14-year-old handshake has

antacks 2 : cecure How " ¢ | ClickFor Sound
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= .
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A US politics world opinion sports soccer tech arts lifestyle fashion business travel environment = browse all sections
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Kevest win "All wifi networks' are vulnerable to

tocol in hacking, security expert discovers

dﬂl.l dm

()

Tri-City Medical Center

ADVANCED neauri case...For
‘\[ A2 protocol l*ul )y vast majority of wifi connections has been broken by Y@U

Belgian researchers, highlighting potential for internet traffic to be exposed

_ ® .. : TRENDING STORIES
734 Information Technology — -
Alex Hen = ; " [EE=3 chula Vista to Offer Amazon
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MARKETING SCIENCE
HACKING ARTICLE TITLES

Title Type

Title Length
Readability

Humor

http://eprints.rclis.org/19669/1/Jamali_title.pdf
http://rsos.royalsocietypublishing.org/content/2/8/150266
https://ai2-s2-pdfs.s3.amazonaws.com/21c0/7eb72853a4012af90a5b316af0d481519563.pdf
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Accepted papers

1. An Historical Examination of Open Source Releases and Their Vulnerabilities.

Nigel Edwards (Hewlett-Packard Laboratories), Liqun Chen (Hewlett-Packard Laboratories). GOOgle

2. Non-tracking Web Analytics. SChOlar

Istemi Ekin Akkus (Max Planck Institute for Software Systems (MPI-SWS)), Ruichuan Chen (Max Planck Institute ° °
for Software Systems (MPI-SWS)), Michaela Hardt (Twitter Inc.), Paul Francis (Max Planck Institute for Software C]tatlons
Systems (MPI-SWS)), Johannes Gehrke (Cornell University).

3. A Cross-Protocol Attack on the TLS Protocol. fOI’

Nikos Mavrogiannopoulos (KU Leuven - IBBT), Frederik Vercauteren (KU Leuven - IBBT), Vesselin Velichkov F. 10
(University of Luxembourg), Bart Preneel (KU Leuven - IBBT). lI'St

4. Mobile Data Charging: New Attacks and Countermeasures. 20 1 2

Chunyi Peng (University of California, Los Angeles), Chi-yu Li (University of California, Los Angeles), Guan-

Hua Tu (University of California, Los Angeles), Songwu Lu (University of California, Los Angeles), Lixia Zhang
(University of California, Los Angeles). CCS Papel'S

wvi

. The Devil is in the (Implementation) Details: An Empirical Analysis of OAuth SSO Systems.
San-Tsai Sun (University of British Columbia), Konstantin Beznosov (University of British Columbia).
6. CensorSpoofer: Asymmetric Communication using IP Spoofing for Censorship-Resistant Web Browsing.

Qiyan Wang (University of lllinois at Urbana-Champaign), Xun Gong (University of Illinois at Urbana-
Champaign), Giang T. K. Nguyen (University of lllinois at Urbana-Champaign), Amir Houmansadr (University
of llinois at Urbana-Champaign), Nikita Borisov (University of Illinois at Urbana-Champaign).

7. Self-service Cloud Computing.

Shakeel Butt (Rutgers University), H. Andres Lagar-Cavilla (GridCentric Inc.), Abhinav Srivastava (AT&T Labs-
Research), Vinod Ganapathy (Rutgers University).

5 8 8. Aligot: Cryptographic Function Identification in Obfuscated Binary Programs.

Joan Calvet (Universite de Lorraine, LORIA), Jose M Fernandez (Ecole Polytechnique de Montreal), Jean-Yves
Marion (Universite de Lorraine, LORIA).

14 9. Populated IP Addresses -~ Classification and Applications.
Chi-Yao Hong (UIUC), Fang Yu (MSR Silicon Valley), Yinglian Xie (MSR Silicon Valley).
14 10. On the Parameterized Complexity of the Workflow Satisfiability Problem.

Jason Crampton (Royal Holloway, University of London), Gregory Gutin (Royal Holloway, University of
London), Anders Yeo (University of Johannesburg).
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BUT ONLY 2 OUT OF 10 WILL READ THE REST.
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USE INTERESTING

SN ADJECTIVES
romnss | AINSTAKING USE NUMBERS

ESSENTIAL

m People want to increase efficiency

- seeing a numbered list (easy steps)
m fulfills this need.

The bigger a number in a post ‘ l ' '
- the further it spreads.

/S3OI[0-I0J-SAUIPBAY-FUIBAI0/ W0 SILAWSS Y §07q//:sdNy

Use digits rather than words.

100

THINGSTO DO IN

SANTA MONICA
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CYBERSECURITY“NMAGIC?”
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SCIENCE
AND “SCIENCE”

OUR METHOD

In 2014, 26% of Americans
reported a clear understanding of
scientific study.
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OUR KNOWLEDGE

Nearly half of Americans cited the

Internet as their primary source of

science and technology information
in 2014.

OUR BELIEFS

About 4 in 10 Americans say they
have ““a great deal of confidence”
in the scientific community.




FAILURE TO
NOTICE?
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The best free protection for your PC

Complementing its proprietary anti-spyware technology with one of the best antivirus engines available today (Bitdefender),
Ad-Aware 11 features a packed, lean and powerful anti-malware solution, without the conflicts or slow-downs typically
associated with running multiple security programs.

Our extensive in-house tests have revealed that even our free product, Ad-Aware Free Antivirus+, easily bested some of the
most complete security suites from our competitors. This testing revealed that Ad-Aware will closely match Bitdefender’s
impressive test results in independent lab tests. With such a powerful engine at its core Ad-Aware 11 will provide serious
protection against even the most advanced threats.

Ad-Aware significantly outperforms our free peers

Ad-Aware Free Antivirus+ scored extremely well in both real-time tests (against freshest malware) and in on-demand scans
(40,000+ samples).

avast! missed 4x more real-time threats than Ad-Aware

Missed Files || Real-Time Protection Score



Ad-Aware significantly outperforms our free peers

Ad-Aware Free Antivirus+ scored extremely well in both real-time tests (against freshest malware) and in on-demand scans
(40,000+ samples).

avast! missed 4x more real-time threats than Ad-Aware

Missed Files || Real-Time Protection Score

Ad-Aware Free Antivirus + 34 ‘ 91.35%

% AVG AntiVirus Free 2014 ‘ 83.72%

sl avast! Free Antivirus ‘68.70%
Out of 393 samples  60%
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s ZONEALARM

By Check Point PC Security v Anti-Ransomware Mobile Security Free v Support Renew

ZONEALARM®

EXTREME SECURITY 2017

Virus Free. 100% Guaranteed. fems

3 months 1year 2 years

L1 o Windows10/8/7, Vista and XP
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LIMITLESS VISIBILITY, ABSOLUTE CONTROL

See everything, control everything, protect everything

- The intelligent cyber-security platform designed to
The Brain @ eradicate advanced threats.
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Reports and Surveys

* The Global State of Information
Security® Survey 2017 (PwC)

* M-Trends® 2017
e Verizon’s 2017 Data Breach

The Rise of Ransomware Investigations Report

Sponsored by Carbonite- 2 CISCO 20 1 7 Annual CYbGI'SGCuI'lty

Independentl ly conducted b y Ponemon Institute LLC

Publication Date: January 2017 Report

* Tenable Global Cybersecurity 2017
Assurance Report Card
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https://projects.fivethirtyeight.com/p-hacking/

HACKING SCIENCE

€ choose A
POLITICAL PARTY

Republicans

@ DEFINE TERMS € ' THERE A RELATIONSHIP? @ s YOUR RESULT SIGNIFICANT?

o Given how you've defined your terms, does the economy do better, If there were no connection between the economy
Which p_ol|tquaq;s do you worse or about the same when more Democrats are in power? Each dot and politics, what is the probability that you'd get
want to include? below represents one month of data. results at least as strong as yours? That
5 robability is your p-value, and by convention, you
|:| Presidents is y15 YOUr p $ RN
need a p-value of 0.05 or less to get published.
|:| Governors

Senators

|:| Representatives SErET -
Result: Publishable

owcoyoLiwantitomeaste You achieved a p-value of 0.02 and
economic performance?

showed that Democrats have a
\:l Employment i

negative effect on the economy. Get
e ready to be published!

[ ] aop
Stock prices

A BETTER ECONOMY —

Other options

Factor in power If you're interested in reading real (and more rigorous)
studies on the connection be n politics and the
economy, see the work of Larry Bartels and Alan Blinder and
Mark Watson.

Exclude recessions [
Data from The @unitedstates Project, National Governors

Association, Bureau of Labor Statistics, Federal Reserve

MORE DEMOCRATIC POWER — J Bank of St. Louis and Yahoo Finance.
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https://projects.fivethirtyeight.com/p-hacking/

HACKING SCIENCE

€ cHoosE A
POLITICAL PARTY

Democrats

© DEFINE TERMS € ' THERE A RELATIONSHIP? @ s YOUR RESULT SIGNIFICANT?

o Given how you've defined your terms, does the economy do better, If there were no connection between the economy
Which p_ohnman;s, do you worse or about the same when more Republicans are in office? Each dot and politics, what is the probability that you'd get
want to include? below represents one month of data. results at least as strong as yours? That
5 robability is your p-value, and by convention, you
D Presidents P Yy 18 your p | R
need a p-value of 0.05 or less to get published.
Governors

D Senators

|:] Representatives

Result: Puk
AT LTI S You achieved a p-value of less than
economic perforn*.ance? i

0.01 and showed that Republicans
D Employment -

have a negative effect on the
juiiation economy. Get ready to be published!

GDP
Stock prices

A BETTER ECONOMY —

Other options

|:| Factor in power

If you're interested in reading real (and more rigorous)

studies on the connection be politics and the

economy, see the work of Larry Bartels and Alan Blinder and

Mark Watson.

Exclude recessions [
Data from The @unitedstates Project, National Governors

Association, Bureau of Labor Statistics, Federal Reser

MORE REPUBLICANS IN OFFICE — d Bank of St. Louis and Yahoo Finance
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HUNVIAN FACTORS

Opportunities for Research

Who: Users, designers, administrators, adversaries
What: Beliefs, perceptions, motivations, biases, ...
How: International, ecological validity, external validity
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GRAPHS
INCREASE PERSUASION
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2%.-68%

Participants given graphs expressed greater belief in the claims,
rating the medication as more effective (6.83 of 9) than did
participants given verbal description only (6.12 of 9). A chi-square
test indicated that a higher percentage believed the medication
would truly reduce illness for the graphs group (96.55%) than for
the control group (67.74%).
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PIE CHARTS
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PIE CHARTS
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AFireEye* Company

AMERICAS DWELL TIME

The Americas has the lowest
median dwell time due to
overall higher level of security

104 maturity driven in part by
breach disclosure laws and the
changing nature of attacks, with
attacks such as ransonware and
destructive wiper attacks meant
to be detected quickly

HOW BREACHES ARE DETECTED

47%
EXTERNAL

NOTIFICATION AY 5 3 %

OF BREACH
INTERNAL

DISCOVERY
OF BREACH

INTERNAL DETECTION VS. EXTERNAL NOTIFICATION m:

)
- I 47%

- 3w
- 3%

2012

|- 74

o

AMERICAS

/X | sioTECHNOLOGY 2%
— AND PHARMACEUTICALS 0
TOTAL INDUSTRIES o, 0/ BUSINESS AND &)
INVESTIGATED )| orner 1% 10 % BrorFecsIONAL services
TRANSPORTATION 0, 0/ CONSTRUCTION
| Noioesnes " 2% 3% 580 EncmesrinG

o,
2D | TELECOMMUNICATIONS 2%

=7 | RETAIL AND

55 | HOSPITALITY

nowproFIT 2 76

+1 | MEDIA AND o,
[ | Extertamment 5%

manuracturing D 76

wonrecn 12%

GLOBAL ATTACK TRENDS

15%

12% weacrncare l

ADAPTING THE FUNDAMENTALS OF DEFENSE

3% evucanon | TA

8% covernment | fi

3% enercy | ()

15% emanciar |3

i

Increasing Emailisamajor | Customized
sophistication target. Attackers | attacks. Financial
of financially are using interesting | attackers tailor
motivated attack. | ways to get it. phishing email

and call victims
1o "help” them.

ACCESS
4 MANAGEMENT

UNDERSTAND NETWORK AND NETWORK
1 WHAT’S 2 ENDPOINT 3 SEGMENTATION

CRITICAL VISIBILITY
Identify internal Clean network perimeter An often overlooked Enable multi-factor
systems and data flows | is fading, increasing need lack of
required to maintain to monitor the network, segmentation leads to
business operations. mobile endpoints, monitor | easy lateral movement by

vendor connection points, | attackers limit attacker’s abi

subsidiaries and other
interconnections

Interested in reading the full M-Trends 2017 Report?

wvewSfireeye.com/mtrends

FireEye, Inc.
1440 McCarthy Bivd. Milpitas, CA 95035 / 4083216300 / 877FIREEVE (34733

93) / info@fireeye.com

83007 Fre€ye, bnc. ANl ights resered. Firye in & sechterad tracarnark of

E are or may
o s marke of thek reagiective Gurers. KAMTREN-US- 042017
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Segregate
access by duties, providing
“least privilege” needed to

access data with a single
compromised account

<OFi reEye




WHAT CANYOU DO?

Federal Trade
Commission

According to the FTC’s complaint, D-Link promoted the security of its routers on the company’s website, which
) included materials headlined "EASY TO SECURE" and "ADVANCED NETWORK SECURITY.” But despite the
PrOteCtmg claims made by D-Link, the FTC alleged, the company failed to take steps to address well-known and easily
Nt al=la[o-kl Dreventable security flaws, such as:

Consumers * “hard-coded” login credentials integrated into D-Link camera software -- such as the username “guest” and

the password "guest” -- that could allow unauthorized access to the cameras’ live feed;

* a software flaw known as “‘command injection” that could enable remote attackers to take control of
consumers’ routers by sending them unauthorized commands over the Internet;

* the mishandling of a private key code used to sign into D-Link software, such that it was openly available on a
public website for six months; and

* |eaving users’ login credentials for D-Link’s mobile app unsecured in clear, readable text on their mobile
devices, even though there is free software available to secure the information.
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ADVICE FOR RESEARCHERS

 Continually practice communication of science.

* Be truthful and accurate. Substantiate claims.

* Keep marketing and technical staff in sync.

* Watch out for deceptive claims.

* Report deception.
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WHO PAID?

Who conducted and/or paid for the work? Compared with
evaluations or results that came from the vendor, independent

analysis and results are less prone to seeking evidence that simply
confirms a desired result.
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WHAT WORDS?

What do the adverbs and adjectives mean? Statements that use
subjective, imprecise words such as “significantly” or

“substantially” might carry a different meaning or judgement than
my own.
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WHAT SAMPLE?

What was the size and composition of the data sample? I have low
trust and confidence in results and claims based on representatively

small sample sizes or selectively-chosen data points — both of which
may over (or under) inflate the true claim.
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DISAPPEARING SECURITY

Continued state of poor security adoption and practice (devs and users)

Ideally, build less vulnerable systems

Despite active and valiant work at adoption and usability, many users cannot or will not
avail themselves of many cyber security options

Hands-off, behind-the-scenes cyber defense the new norm?

Users seem to be accepting auto-updates
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