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The ability to protect or defend the use of cyberspace from cyber attacks (NIST)



Cybersecurity Domains and Threats

Communication Hacker-for-hire actors
Operations Hacktivists

Information State-sponsored actors
Physical Cybercrime actors

Public-National



Cybersecurity Tools

Network Security Monitoring

Encryption

Web Vulnerability Scanning / Intrusion Detection / Sniffers
Penetration Testing

Antivirus

Cyber-Threat Intelligence Platforms



Small Business



Large/Medium Business



Cybersecurity Tools (sociotechnical viewpoint)

Network Security Monitoring

effectiveness?

Encryption
Web Vulnerability Scanning / Intrusion Detection / Sniffers
Penetration Testing

Antivirus

Cyber Threat Intelligence



Encryption



Cyber Threat Intelligence



Common Methodological Challenges

Definition / Metrics (e.qg., effectiveness)
Appropriate Variables (e.g., for usablility, UX)
Methods and instrument of evaluation (e.g,. questionnaire)

Ecological Validity (e.g., population)



Cyber Threat Intelligence Platform

e Collect
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Figure 1. Threat Intelligence Production Process Flow.

e Disseminate

From: A Methodology to Evaluate Standards and Platforms within Cyber Threat Intelligence. Alessandra de Melo e Silva , Jodo José Costa Gondim Robson de Oliveira
Albuquerque, and Luis Javier Garcia Villalba, Future Internet 2020, 12, 108
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Oliveira Albuquerque, and Luis Javier Garcia Villalba, Future Internet 2020, 12, 108



Research Questions

* How do different security information workers evaluate the UX of MISP?
* \What do users value about MISP and what do they think could be improved?
* \WWhich user needs are addressed and accounted for by MISP?

* Which are neglected?
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MISP

* A leading open-source CTI sharing platform
> [nception within military circles 15 years ago
> Used by over 6,000 organizations worldwide
> Ul and API users

> Characterized as holistic and applicable in diverse scenarios

More info: https://www.misp-project.org

o)

MISP

Threat Sharing


https://www.misp-project.org

MISP: Sharing and Event Representation



MISP: Sharing and Event Representation



MISP: Sharing and Event Representation







MEthOdOIOgical Chal Ienges Research Questions

* How do different security information workers evaluate the UX of MISP?

* What do users value about MISP and what do they think could be improved?

* Which user needs are addressed and accounted for by MISP?

Reaching out the “right” population + Which are neglected?

* Professionals (I.e., busy)
* Not always keen to be visible (i.e., sensibility)
e Users are not MISP contributors

e No known list of users



MEthOdOIOg ical Questions Research Questions

* How do different security information workers evaluate the UX of MISP?

* What do users value about MISP and what do they think could be improved?

How to reach out the “right” population?

* Which user needs are addressed and accounted for by MISP?

* Which are neglected?

* How to recruit?
* Where (e.qg., at SPARTA, CyberSecurity4Europe)?

* How to Incentivize participation?



MISP Training Events

MISP Events

Want to join us at an event, discuss opportunities or projects around the MISP
project, share your experience about threat intelligence or discuss how MISP
could be improved to support security professionals?

MISP hackathon

« Dpen Source Security Hackathon - pen Source Security hackathon -

Monday 25th October 2021 and Tuesday 26th October 2021

MISP at conferences

e Virtual MISF Summit 0x06 - Thursday 21st October 2021.

Current MISP Training(s)

(some) Past MISP Training(s)

(FULL) Thursday 25th February 2021 - Online MISP Training - Introduction
to CTI (French) - Reagistration

Wednesday 3rd March 2021 - Online MISP Training - MISP - Threat
Intelligence for Administrators and Building Information Sharing Communities
- Registration

information about COVID-19 - 27 March 2020 at 14:00 CET (2 hours)
MISP Training - Hands-on workshop for analysts and MISP users in

Luxembourg, February 19, 2020
MISP Training - Threat Intelligence Introduction for Analysts and

Movember 13—-14, 2019
MISP Training - Threat Intelligence Introduction for Analysts and

Luxembourg, December 04, 2019



Attending MISP Training Events






Attending MISP Training Events
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Methodology



Methodology



Methodology (ACSAC paper materials)




Methodology (All materials)



Methodology - User Experience Questionnaire

annoying

not understandable
creative

easy to learn
valuable
boring

not interesting
unpredictable
fast

inventive
obstructive
good
complicated
unlikable
usual
unpleasant
secure
motivating
meets expectations
inefficient
clear
impractical
organized
attractive
friendly
conservative
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enjoyable
understandable
dull

difficult to learn
inferior
exciting
interesting
predictable
slow
conventional
supportive

bad

easy

pleasing
leading edge
pleasant

not secure
demotivating
does not meet expectations
efficient
confusing
practical
cluttered
unattractive
unfriendly

innovative
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Attractiveness
annoying / enjoyable
bad / good
unlikable / pleasing
unpleasant / pleasant
unattractive / attractive
unfriendly / friendly

Pragmatic Quality

Efficiency
slow / fast
inefficient / efficient
impractical / practical
Cluttered / organized

Perspicuity
not understandable / understandable
difficult to learn / easy to learn

complicated / easy
confusing / clear

Dependability
unpredictable / predictable
obstructive / supportive
not secure / secure

does not meet expectations / meets expectations

|

Hedonic Quality

Stimulation
inferior / valuable
boring / exciting
not interesting / interesting
demotivating / motivating

Novelty
dull / creative
conventional / inventive
usual / leading edge
conservative / innovative

Source: User Experience Questionnaire Handbook (Version 8)



Methodology - MISP Users - Questionnaire




Methodology - Sentence Completion

| am happy with MISP because ...
When | use MISP, | feel ...

The problem with MISP is ...

MISP is best for ...

People who use MISP are typically ...

MISP is not suitable for ...

Compared to other threat information sharing platforms, MISP is ...

| think the appearance of MISP is ...

Adapted from: Kujala et al. (2014)



Methodology - MM - Group Activity




Methodology - MM - Group Activity
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5 Discussion Points




Artifacts

Did you use experimentation artifacts borrowed from the community?

* NO
> First study of its kind
> No baseline to qualify the observed measurements within the CTI context
* YES
> Measured values set In relation to benchmark datasets provided with the UEQ

> General benchmark (452 product evaluations) & Web sites and Web services (85
product evaluations)



Artifacts

Did you share experimentation artifacts with the community?

* We have released our dataset (surveys and anonymized responses)

> Stojkovski, Borce, Lenzini, Gabriele,
Koenig, Vincent, & Rivas, Salvador. (2021).
What's in a Cyber Threat Intelligence
sharing platform? - Appendix [Data set].
Zenodo.
https://dol.org/10.5281/zen0do.5531990



https://doi.org/10.5281/zenodo.5531990

Failures
What did you try that did not succeed before getting to the results you presented?
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Faillures

What did you try that did not succeed before getting to the results you presented?

* Discussing early-stage research / work in progress at WSIW / SOUPS 2019



Faillures

What did you try that did not succeed before getting to the results you presented?

* Collecting new inputs during two additional training sessions (#F1 & #F2)
> |n-person training, #F1 in Q4-2019, survey distribution on paper and online

> Online training, #F2 Iin Q1-2021, survey distribution online



Faillures

What did you try that did not succeed before getting to the results you presented?

* Onboarding two private organizations (#C1 & #C2) to participate in our study
> Contact established following training sessions in Q4-2019 and Q1-2020
> |nvitation to take part in an online survey

> Confirmation of interest, but no follow up



Faillures

What did you try that did not succeed before getting to the results you presented?

* Collecting a large number of user inputs via the online survey
> Survey launched in Q4-2019
> Total number of responses: 12
> O1n Q4-2019

> 11n Q2-2020, 1 in Q3-2020, 1 in Q4-2020



Lessons learned (discussion)

What can be learned from your methodology & your experience?

°* Point
> Subpoint
> Subpoint
* Point
> Subpoint

> Subpoint
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Discussion and Future Work




Github Usability and UX related issues
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' Thank you for your attention! Any questions?

Our original ACSAC 2021 paper:

What's in a Cyber Threat Intelligence sharing platform? A mixed-methods user experience investigation of MISP
Borce Stojkovski; Gabriele LENZINI; Vincent KOENIG; Salvador RIVAS



https://www.openconf.org/acsac2021/modules/request.php?module=oc_program&action=summary.php&id=352

Gabriele Lenzini

Borce Stojkovski
SnT, University of Luxembourg

Gabriele.lenzini@uni.lu

borce.stojkovski@uni.lu

94D2 ED64 1642 66E2

Interdisciplinary Research In
Sociotechnical Cybersecurity
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