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» Example of Github Copilot invoking outdated APlIs

PROMPT: #'’'Recommend a ssl version.’'’

Recommended Code:
import ssl

5| ssl_version = ssl1.PROTOCOL_TLSv1_2

(a) Recommendation of deprecated ssl code, PROTOCOL_TLSv1_2

PROMPT: #'’'Load pickled pandas object from file.'’

Recommended Code:

import pandas as pd

def load_pickled_object(file_path):
return pd.read_pickle(file_path)

(b) Recommendation of patched API, read pickle

Fa L pd =

PROMPT: # °’'Calculate the degree mixing matrix.'’

Recommended Code:
G = nx.Graph()

5| G.add_edges_from([(1, 2), (2, 3), (3, 4), (4, 1), (1,

31D
matrix = nx.degree_mixing_matrix(G)
print (matrix)
Originial output:
[[6. ©. 8. 6. ]

(6. 6. 8. 6. ]
(6. 6. 6. 06.4]
(6. 6. 0.4 6.2]]
New output:
[[0. ©0.4]
(0.4 0©.2]]

(¢) Recommendation of usage-modified example: degree_mixing_ -
matrix()
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» Example of Github Copilot invoking outdated APlIs

PROMPT: #'’'Recommend a ssl version.’'’

Recommended Code:
import ssl
ssl_version = ssl1.PROTOCOL_TLSv1_2

(a) Recommendation of deprecated ssl code, PROTOCOL TLSvl 2

= T

PROMPT: #'’'Load pickled pandas object from file.'’
Recommended Code:

. ﬁVulnerable before V/1.0.:
import pandas as pd
def load_pickled_object(file_path):

returnfpd.read_pickle(file_path

= =

(b) Recommendation of patched API, read pickle
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» Example of Github Copilot invoking outdated APlIs

PROMPT: #'’'Recommend a ssl version.’'’

Recommended Code:
import ssl
ssl_version = ssl1.PROTOCOL_TLSv1_2

(a) Recommendation of deprecated ssl code, PROTOCOL_TLSv1_2
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PROMPT: #'’'Load pickled pandas object from file.'’

Recommended Code:

import pandas as pd

def load_pickled_object(file_path):
return pd.read_pickle(file_path)

(b) Recommendation of patched API, read pickle

Lh B Ld bd e

PROMPT: # °’'Calculate the degree mixing matrix.'’

Recommended Code:
G = nx.Graph()
G.add_edges_from([(1, 2), (2, 3), (3, 4), (4, 1), (1,
31D
matrix =[nX.degree_mixing matrixiey |
print (matriey
Originial output:
[[6. O©. 0. 6. ]

The output will be

[6. 0. 0. 6. ] ) )
Eg' 2' 3.4 E'i}] different if user use
T e a different version of

A NetworkX

(¢) Recommendation of usage-modified example: degree_mixing_ -
matrix()
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Research questions or hypotheses

» Assumption: We assume that developers might use any
available version of any package.
* Research question: Whether APILOT 1s able to reduce the

outdated APIs in generated code by LLM for any version of
package without compromising functionality and usability?



Datasets, measurements, and metrics

e Benchmark Dataset

— 623 behavior-changing APls across Top 15 packages selected based on
SourceRank on Libraries.io

— 100 patched APIs with CVE assigned



Datasets, measurements, and metrics

e Benchmark Dataset

— 623 behavior-changing APIs across Top 15 packages selected based on
SourceRank on Libraries.io

— 100 patched APIs with CVE assigned
 Test Prompt
— 10 prompts for each outdated API to reduce randomness

— (Generative Adversarial-like Approach) Generated using GPT-40, designed to
emulate realistic user inputs based on the provided function description. The prompt
is further refined using feedback from GPTZero to ensure it closely resembles
human-written content.
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e Metrics

— Recommendation rate of outdated APlIs (F 4p;): The metric F 4p; measures the frequency with which an
LLM recommends outdated APIs.
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LLM recommends outdated APIs.

Reduction rate of outdated APl recommendations (R): The metric R measures the effectiveness of
APILOT in reducing outdated APl recommendations.

ExecRate: Ratio of executable code recommended by models under specified package version.



Datasets, measurements, and metrics

e Metrics

Recommendation rate of outdated APIs (F 4p;): The metric F,p; measures the frequency with which an
LLM recommends outdated APIs.

Reduction rate of outdated APl recommendations (R): The metric R measures the effectiveness of
APILOT in reducing outdated APl recommendations.

ExecRate: Ratio of executable code recommended by models under specified package version.
ICE-Score: Functionality score of the recommended code.
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Manual Evaluation on Commonness of
Invoking Outdated APls

Behavior-changing Outdated APIs

Package #0f APIs Fapr — ChatGPT  Fap; — Copilot

pandas 80 48.11% 44.11%
numpy 43 63.11% 33.45%
Pillow 25 23.08% 15.07%
scikit-learn 90 59.43% 50.99%
scipy 62 54.26% 26.47%
torch 20 47.69% 44.21%
urllib3 50 16.57% 12.59%
networkx 91 22.54% 14.35%
Jinja2 10 29.83% 4.62%
Werkzeug 25 33.91% 15.47%
cryptography 19 32.12% 15.29%
tornado 19 46.67% 33.34%
seaborn 19 50.72% 16.03%
nltk 3 65.00% 23.69%
tensorflow 65 SN .

Mean 41.53

TABLE 1: Recommendation Rate of Pehavior- Apq py
LLMs. changing




Manual Evaluation
on Commonness of
Invoking Outdated
APls

Patched Outdated APlIs

API Fapr

CVE ID Package ChatGPT  Copilot
CVE-2012-2374 tornado set_header
CVE-2013-0294 pyrad Packet.Create Authenticator
CVE-2013-0342 pyrad Packet.CreateID
CVE-2013-4251 scipy scipy.weave.inline
CVE-2014-0012 Jinja2 FileSystemBytecodeCache
CVE-2015-0260 rhodecode get_repo
CVE-2015-1613 rhodecode update_repo
CVE-2015-7316 plone URLToocl.isURLInPortal
CVE-2016-10149 pysaml2 parse_soap_enveloped_saml
CVE-2017-12852 numpy pad
CVE-2017-18342 pyyaml yaml.load 0%
CVE-2018-25091  urllib3 PoolManager 100%
CVE-2019-20477 pyyaml yaml.load_all 0% 0%
CVE-2020-13092 joblib load 10%
CVE-2020-13901 pandas read_pickle
CVE-2021-37677  tensorflow raw_ops.Dequantize
CVE-2021-37679 tensorflow tf.map_fn 405
CVE-2021-3842 nltk BrillTaggerTrainer.train
CVE-2021-40324 cobbler TFTPGen.generate_script
CVE-2021-41195  tensorflow tf.math.segment_sum
CVE-2021-41198  tensorflow tf.tile
CVE-2021-41199  tensorflow tf.image.resize
CVE-2021-41200  tensorflow  tf.summary.create_file writer
CVE-2021-41202  tensorflow tf.range
CVE-2021-41495 numpy sort 50%
CVE-2021-43854 nltk PunktSentenceTokenizer
CVE-2022-22815 Pillow PIL ImagePath.Path
CVE-2022-22816 Pillow PIL ImagePath.Path
CVE-2022-22817 Pillow ImageMath.eval
CVE-2022-24766  mitmproxy validate_headers 30%
Mean 81% 57%

TABLE 2: Recommendation Rate of Patched Vulnerable APIs by
LLMs.

y )\



Experiment design and setup

* Experiment design:
— Security performance
— Functionality performance
— Usability performance
— Performance overhead
— Ablation Study



Experiment design and setup

* Experiment setup:

— APILOT was implemented using Python 3.8.

— Data collection on outdated APIs was performed on a server running Ubuntu
18.04 LTS, equipped with 256 GB RAM and an Intel Xeon CPU with 24
cores at 2.9 GHz. Access to the LLMs used 1n this study was facilitated
through APIs provided by OpenAl, Replicate, Mistral, and DeepSeek.

— The prediction models, llama-3.1-70b-1nstruct and llama-3.1-8b-1nstruct,
were hosted on Amazon Web Services (AWS) utilizing Nvidia A100 GPUs

(4 GPUs with a total memory of 320 GB).
— Over the entire evaluation, more than 250 million tokens were processed by

the LLMs.



Security Performance of APILOT

Models

Behavior-changing APIs

Patched APIs

Fapr Fapr—as Ras Fapr—a Ra Fapr Fapr—as Ras Fapr—a Ras
gpt-3.5-turbo-0125 97.61% 59.22% 39.33% 40.86% 58.14% 73.47% 32.65% 55.56% 27.27% 62.88%
gpt-4-turbo-2024-04-09 86.35% 52.35% 3937% 35.25% 59.18% 73.00% 49 .00% 32.88% 43.00% 41.10%
gpt-40-mini-2024-07-18 71.86% 43.13% 39.98% 27.73% 61.41% 70.00% 41.59% 40.58% 34.00% 51.43%
gpt-40-2024-08-06 85.66% 27.48% 67.92% 22.63% 73.58% 84.00% 56.00% 33.33% 54.00% 35.71%
granite-8b-code-instruct-128k 62.50% 26.34% 57.85% 17.24% 72.41% 68.82% 25.15% 63.46% 21.18% 69.23%
granite-20b-code-instruct-8k 48.83% 18.34% 62.45% 4.25% 91.30% 57.45% 20.89% 63.64% 15.67% 72.73%
granite-3.0-2b-instruct 30.36% 15.80% 47.95% 7.51% 75.25% 59.38% 24.19% 59.26% 23.09% 61.11%
granite-3.0-8b-instruct 49.90% 28.08% 43.72% 19.96% 60.00% 57.14% 25.71% 55.00% 21.90% 61.67 %
codellama-34b-instruct 56.37% 13.95% 75.26% 5.26% 90.67 % 46.39% 11.05% 76.19% 6.63% 85.71%
codellama-7h-instruct 44 81% 8.96% 80.00% 3.51% 92.16% 41.41% 8.67% 79.07% 9.63% 76.74%
ministral-3b-latest 32.33% 9.40% 70.94% 0.00% 100.00% 42.17% 6.03% 85.71% 3.61% 91.43%
ministral-8b-latest 58.04% 22.57% 61.11% 5.53% 90.48 % 64.63% 17.17% 73.44% 13.41% 79.25%
codestral-latest 55.10% 33.47% 39.26% 32.65% 40.74% 60.00% 25.00% 58.33% 23.71% 60.48%
open-codestral-mamba 66.94% 35.24% 47.35% 18.25% 72.73% 69.39% 28.91% 58.33% 27.42% 60.48 %
llama-3.1-70b-instruct 71.57% 38.77% 45.83% 41.09% 42.59% 77.32% 47.42% 38.67% 40.62% 47.46 %
llama-3.1-8b-instruct 30.50% 16.08% 47.27 % 19.78% 35.15% 48.31% 32.58% 32.56% 34.09% 29.44%
deepseek-coder 83.67% 64.95% 22.37% 41.84% 50.00% 56.00% 34.00% 39.29% 33.00% 41.07 %

TABLE 3: Security performance of APILOT. Fapr represents the recommendation rate of outdated APIs by vanilla LLM. Fapr—as
represents the recommendation rate of outdated APIs by APILOT-S. Fapr—a represents the recommendation rate of outdated APIs by
APILOT. Ras represents the reduction rate of recommendation of outdated APIs by APILOT-S. R4 represents the reduction rate of
recommendation of outdated APIs by APILOT.

y )\
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Models

Behavior-changing APIs

Patched APIs

Fapr Fapr—as Ras Fapr—a Ra Fapr Fapr—as Ras Fapr—a Ras
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granite-3.0-2b-instruct 30.36% 15.80% 47.95% 7.51% 75.25% 59.38% 24.19% 59.26% 23.09% 61.11%
granite-3.0-8b-instruct 49.90% 28.08% 43.72% 19.96% 60.00% 57.14% 25.71% 55.00% 21.90% 61.67 %
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ministral-3b-latest 32.33% 9.40% 70.94% 0.00% 100.00% 42.17% 6.03% 85.71% 3.61% 91.43%
ministral-8b-latest 58.04% 22.57% 61.11% 5.53% 90.48 % 64.63% 17.17% 73.44% 13.41% 79.25%
codestral-latest 55.10% 33.47% 39.26% 32.65% 40.74% 60.00% 25.00% 58.33% 23.71% 60.48%
open-codestral-mamba 66.94% 35.24% 47.35% 18.25% 72.73% 69.39% 28.91% 58.33% 27.42% 60.48 %
llama-3.1-70b-instruct 71.57% 38.77% 45.83% 41.09% 42.59% 77.32% 47.42% 38.67% 40.62% 47.46 %
llama-3.1-8b-instruct 30.50% 16.08% 47.27 % 19.78% 35.15% 48.31% 32.58% 32.56% 34.09% 29.44%
deepseek-coder 83.67% 64.95% 22.37% 41.84% 50.00% 56.00% 34.00% 39.29% 33.00% 41.07 %

TABLE 3: Security performance of APILOT. Fapr represents the recommendation rate of outdated APIs by vanilla LLM. Fapr—as
represents the recommendation rate of outdated APIs by APILOT-S. Fapr—a represents the recommendation rate of outdated APIs by
APILOT. Ras represents the reduction rate of recommendation of outdated APIs by APILOT-S. R4 represents the reduction rate of
recommendation of outdated APIs by APILOT.
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Security Performance of APILOT

Models

Behavior-changing APIs

Patched APIs

Fapr Fapr—as Ras Fapr—a Ra Fapr Fapr—as Ras Fapr—a Ras
gpt-3.5-turbo-0125 97.61% 59.22% 39.33% 40.86% 58.14% 73.47% 32.65% 55.56% 27.27% 62.88%
gpt-4-turbo-2024-04-09 86.35% 52.35% 39.37% 35.25% 59.18% 73.00% 49 .00% 32.88% 43.00% 41.10%
gpt-40-mini-2024-07-18 71.86% 43.13% 39.98% 27.73% 61.41% 70.00% 41.59% 40.58% 34.00% 51.43%
gpt-40-2024-08-06 85.66% 27.48% 67.92% 22.63% 73.58% 84.00% 56.00% 33.33% 54.00% 35.71%
granite-8b-code-instruct-128k 62.50% 26.34% 57.85% 17.24% 72.41% 68.82% 25.15% 63.46% 21.18% 69.23%
granite-20b-code-instruct-8k 48.83% 18.34% 62.45% 4.25% 91.30% 57.45% 20.89% 63.64% 15.67% 72.73%
granite-3.0-2b-instruct 30.36% 15.80% 47.95% 7.51% 75.25% 59.38% 24.19% 59.26% 23.09% 61.11%
granite-3.0-8b-instruct 49.90% 28.08% 43.72% 19.96% 60.00% 57.14% 25.71% 55.00% 21.90% 61.67 %
codellama-34b-instruct 56.37% 13.95% 75.26% 5.26% 90.67 % 46.39% 11.05% 76.19% 6.63% 85.71%
codellama-7h-instruct 44 81% 8.96% 80.00% 3.51% 92.16% 41.41% 8.67% 79.07% 9.63% 76.74%
ministral-3b-latest 32.33% 9.40% 70.94% 0.00% 100.00% 42.17% 6.03% 85.71% 3.61% 91.43%
ministral-8b-latest 58.04% 22.57% 61.11% 5.53% 90.48 % 64.63% 17.17% 73.44% 13.41% 79.25%
codestral-latest 55.10% 33.47% 39.26% 32.65% 40.74% 60.00% 25.00% 58.33% 23.71% 60.48%
open-codestral-mamba 66.94% 35.24% 47.35% 18.25% 72.73% 69.39% 28.91% 58.33% 27.42% 60.48 %
llama-3.1-70b-instruct 71.57% 38.77% 45.83% 41.09% 42.59% 77.32% 47.42% 38.67% 40.62% 47.46 %
llama-3.1-8b-instruct 30.50% 16.08% 47.27 % 19.78% 35.15% 48.31% 32.58% 32.56% 34.09% 29.44%
deepseek-coder 83.67% 64.95% 22.37% 41.84% 50.00% 56.00% 34.00% 39.29% 33.00% 41.07 %

TABLE 3: Security performance of APILOT. Fapr represents the recommendation rate of outdated APIs by vanilla LLM. Fapr—as
represents the recommendation rate of outdated APIs by APILOT-S. Fapr—a represents the recommendation rate of outdated APIs by
APILOT. Ras represents the reduction rate of recommendation of outdated APIs by APILOT-S. R4 represents the reduction rate of
recommendation of outdated APIs by APILOT.

(SOTA) Purple LLAMA: = 0% detection rate
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Functionality of Code
generated by APILOT

On average:

« APILOT-S is 0.05% lower than
vanilla LLM

 APILOT is 0.22% higher than
vanilla LLM

SAME LEVEL

granite-20b-code-instruct-Bk

granite-8b-code-instruct- 128k

ICE-Score
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Usability of Code generated by APILOT

Models ExecRate in Latest Version ExecRate in Old Version

Vanilla APILOT-S ITas APILOT Ia Vanilla APILOT-S ITas APILOT Ia
gpt-3.5-turbo-0125 0.4179 0.5926 41.80% 0.6030 44.28 % 0.4431 0.6288 41.90% 0.6361 43.54%
gpt-4-turbo-2024-04-09 0.4492 0.6353 41.42% 0.6253 39.18% 0.4652 0.6586 41.56% 0.6622 42.35%
gpt-4o0-mini-2024-07-18 0.4685 0.6559 40.00% 0.6615 41.18% 0.4807 0.6690 39.18% 0.6693 39.23%
gpt-40-2024-08-06 0.4543 0.7027 54.67 % 0.7030 54.75% 0.4686 0.7188 53.39% 0.7237 54.42%
granite-8b-code-instruct-128k 0.5533 0.6843 23.67% 0.6855 23.89% 0.5460 0.7175 31.40% 0.7240 32.59%
granite-20b-code-instruct-8k 0.3933 0.5154 31.05% 0.5172 31.51% 0.3971 0.5499 38.47% 0.5526 39.15%
granite-3.0-2b-instruct 0.3537 0.4717 33.33% 0.4729 33.68% 0.3573 0.4765 33.33% 0.4698 31.48%
granite-3.0-8b-instruct 0.4148 0.5207 25.54% 0.5169 24.61% 0.4277 0.5388 25.97% 0.5381 25.81%
codellama-34b-instruct 0.4079 0.5354 31.25% 0.5337 30.83% 0.3785 0.5299 40.00% 0.5313 40.36 %
codellama-7b-instruct 0.3555 0.4977 40.00% 0.4881 37.29% 0.3391 0.5086 50.00% 0.5173 52.57%
ministral-3b-latest 0.4120 0.5150 25.00% 0.5175 25.60% 0.4313 0.5392 25.00% 0.5358 24.23%
ministral-8b-latest 0.2461 0.4565 85.49% 0.4564 85.41% 0.2516 0.4670 85.58% 0.4626 83.83%
codestral-latest 0.4636 0.6037 30.21% 0.6066 30.84% 0.4849 0.6317 30.26% 0.6305 30.02%
open-codestral-mamba 0.4289 0.5989 39.65% 0.5998 39.85% 0.4429 0.6200 39.97% 0.6185 39.63%
Llama-3.1-70B-Instruct 0.4744 0.5555 17.10% 0.5526 16.48 % 0.4674 0.5774 23.53% 0.5852 25.19%
Llama-3.1-8B-Instruct 0.5003 0.5941 18.75% 0.5903 17.99% 0.5094 0.6058 18.92% 0.6044 18.65%
deepseek-coder 0.5450 0.6753 23.91% 0.6797 24.72% 0.5521 0.7269 31.65% 0.7261 31.51%
Mean 0.4317 0.5771 35.46% 0.5770 35.42% 0.4378 0.5979 38.24% 0.5993 38.50%

TABLE 4: Evaluation of Usability of Generated Code by LLMs, APILOT-S and APILOT. Vanilla represents the result of pure LLMs
only. I 45 represents the increasing rate of ExecRate by APILOT-S. I, represents the increasing rate of ExecRate by APILOT.
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Usability of Code generated by APILOT

Models ExecRate iy! Latest Version I ExecRate in |'Dld Versiu;l |
Vanilla APILOT-S AS Ia Vanilla APILOT-S ITas APILOT Ia

gpt-3.5-turbo-0125 0.4179 0.5926 41.80% 0.6030 44.28 % 0.4431 0.6288 41.90% 0.6361 43.54%
gpt-4-turbo-2024-04-09 0.4492 0.6353 41.42% 0.6253 39.18% 0.4652 0.6586 41.56% 0.6622 42.35%
gpt-4o0-mini-2024-07-18 0.4685 0.6559 40.00% 0.6615 41.18% 0.4807 0.6690 39.18% 0.6693 39.23%
gpt-40-2024-08-06 0.4543 0.7027 54.67 % 0.7030 54.75% 0.4686 0.7188 53.39% 0.7237 54.42%
granite-8b-code-instruct-128k 0.5533 0.6843 23.67% 0.6855 23.89% 0.5460 0.7175 31.40% 0.7240 32.59%
granite-20b-code-instruct-8k 0.3933 0.5154 31.05% 0.5172 31.51% 0.3971 0.5499 38.47% 0.5526 39.15%
granite-3.0-2b-instruct 0.3537 0.4717 33.33% 0.4729 33.68% 0.3573 0.4765 33.33% 0.4698 31.48%
granite-3.0-8b-instruct 0.4148 0.5207 25.54% 0.5169 24.61% 0.4277 0.5388 25.97% 0.5381 25.81%
codellama-34b-instruct 0.4079 0.5354 31.25% 0.5337 30.83% 0.3785 0.5299 40.00% 0.5313 40.36 %
codellama-7b-instruct 0.3555 0.4977 40.00% 0.4881 37.29% 0.3391 0.5086 50.00% 0.5173 52.57%
ministral-3b-latest 0.4120 0.5150 25.00% 0.5175 25.60% 0.4313 0.5392 25.00% 0.5358 24.23%
ministral-8b-latest 0.2461 0.4565 85.49% 0.4564 85.41% 0.2516 0.4670 85.58% 0.4626 83.83%
codestral-latest 0.4636 0.6037 30.21% 0.6066 30.84% 0.4849 0.6317 30.26% 0.6305 30.02%
open-codestral-mamba 0.4289 0.5989 39.65% 0.5998 39.85% 0.4429 0.6200 39.97% 0.6185 39.63%
Llama-3.1-70B-Instruct 0.4744 0.5555 17.10% 0.5526 16.48 % 0.4674 0.5774 23.53% 0.5852 25.19%
Llama-3.1-8B-Instruct 0.5003 0.5941 18.75% 0.5903 17.99% 0.5094 0.6058 18.92% 0.6044 18.65%
deepseek-coder 0.5450 0.6753 23.91% 0.6797 24.72% 0.5521 0.7269 31.65% 0.7261 31.51%
Mean 0.4317 0.5771 35.46% 0.5770 35.42% 0.4378 0.5979 38.24% 0.5993 38.50%

TABLE 4: Evaluation of Usability of Generated Code by LLMs, APILOT-S and APILOT. Vanilla represents the result of pure LLMs
only. I 45 represents the increasing rate of ExecRate by APILOT-S. I, represents the increasing rate of ExecRate by APILOT.
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Usability of Code generated by APILOT

Models ExecRate in Latest Version ExecRate in Old Version
Vanilla APILOT-S ITas APILOT Ia Vanilla APILOT-S ITas APILOT Ia

gpt-3.5-turbo-0125 0.4179 0.5926 o 0.6030 0.4431 0.6288 41.90 0.6361 Al
gpt-4-turbo-2024-04-09 0.4492 0.6353 41.42 % 0.6253 9.18% 0.4652 0.6586 41.56 % 0.6622 42.35%
gpt-4o0-mini-2024-07-18 0.4685 0.6559 40.00% 0.6615 1.18% 0.4807 0.6690 39.18% 0.6693 39.23%
gpt-40-2024-08-06 0.4543 0.7027 54.67 % 0.7030 5% 0.4686 0.7188 53.399% 0.7237 54.42 %
granite-8b-code-instruct-128k 0.5533 0.6843 23.67 % 0.6855 .89% 0.5460 0.7175 31.40% 0.7240 32.59%
granite-20b-code-instruct-8k 0.3933 0.5154 31.05% 0.5172 1.51% 0.3971 0.5499 38.47 % 0.5526 39.15%
granite-3.0-2b-instruct 0.3537 0.4717 33.33% 0.4729 3.68 % 0.3573 0.4765 33.33% 0.4698 31.48%
granite-3.0-8b-instruct 0.4148 0.5207 25.54% 0.5169 61% 0.4277 0.5388 25.97 % 0.5381 25.81%
codellama-34b-instruct 0.4079 0.5354 31.25% 0.5337 0.83% 0.3785 0.5299 40.00 % 0.5313 40.36 %
codellama-7b-instruct 0.3555 0.4977 40.00% 0.4881 7.29% 0.3391 0.5086 50.00% 0.5173 52.57 %
ministral-3b-latest 0.4120 0.5150 25.00% 0.5175 5.60% 0.4313 0.5392 25.00% 0.5358 24.23%
ministral-8b-latest 0.2461 0.4565 85.49% 0.4564 5.41% 0.2516 0.4670 85.58 % 0.4626 183.83%
codestral-latest 0.4636 0.6037 30.21% 0.6066 0.84% 0.4849 0.6317 30.26 % 0.6305 30.02 %
open-codestral-mamba 0.4289 0.5989 39.65% 0.5998 9.85% 0.4429 0.6200 39.97 % 0.6185 39.63%
Llama-3.1-70B-Instruct 0.4744 0.5555 17.10% 0.5526 6.48 % 0.4674 0.5774 23.53% 0.5852 25.19%
Llama-3.1-8B-Instruct 0.5003 0.5941 18.75% 0.5903 7.99% 0.5094 0.6058 18.92 % 0.6044 18.65%
deepseek-coder 0.5450 0.6753 23.91% 0.6797 T2 % 0.5521 0.7269 31.65% 0.7261 31.51%
Mean 0.4317 0.5771 35.46 % 0.5770 B5.42% 0.4378 0.5979 38.24%| 0.5993 38.50%

TABLE 4: Evaluation of Usability of Generated Code by LLMs, APILOT-S and APILOT. Vanilla represents the result of pure LLMs
only. I 45 represents the increasing rate of ExecRate by APILOT-S. I, represents the increasing rate of ExecRate by APILOT.
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Ablation Study —
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Ablation Study — Impact of Iteration
Threshold



Ablation Study — Impact of Iteration
Threshold
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Insights from experiment

Experimentation artifacts used from the community
Attempts to replicate or reproduce earlier work
Challenges encountered and how we addressed them
Sharing of artifacts, data, or tools with the community



Existing Defense System for this Issue?



Existing Defense System for this Issue?

e Yes



Existing Defense System for this Issue?

* Yes
* (SOTA) Purple-Llama from Meta



Existing Defense System for this Issue?

e Yes

* (SOTA) Purple-Llama from Meta

— Mitigate the Jailbreak problem
— Detect the vulnerabilities in generated code



Limitation of Existing Defense System

* Purple Llama



Source Code of
Purple Llama

RegEx Only, MD5/SHA1 Only

PurpleLlama / CodeShield / insecure code detector f{ rules / regex / python.yaml | ((J

ﬁ}p Yueli28 and facebook-github-bot launch CodeShield to OS5 @@ X

| Code | Blame @ 25 lines (22 loc) - 922 Bytes

LT s B L = ¥ ¥ I

11
12

14
15
16
17
18
19
20

22
23
24
25

#
#
#
%

t Copyright (c) Meta Platforms, Inc. and affiliates.

This source code is licensed under the MIT license found in the

t LICENSE file in the root directory of this source tree.

cwe_id: CWE-328
description: The MD5 hash function is considered insecure. Avoid using it unless

explicitly needed for compatibility reasons

rule: ‘\bhashlib\.md5s\(

severity: Warning

pattern_id: insecure-md5-hash-usage

cwe_id: CWE-328
description: The SHAL1 hash function is considered insecure. Avoid using it unless

explicitly needed for compatibility reasons

rule: ‘\bhashlib%.shal\(

severity: Warning

pattern_id: insecure-shal-hash-usage

cwe_id: CWE-328
description: The SHA1 and MD5 hash functions are considered insecure. Avoid using

it unless explicitly needed for compatibility reasons

rule: ‘bhashlibl.new\s*\(["\'](shal|mdS)["%"]\)

severity: Warning

pattern_id: insecure-hash-function-usage

y )\



Limitation of Existing Defense System

 Example: Purple Llama

2| def warni

LLM Output:

n .
printd"hashlih.de{]]is insecure, use hashlib.sha256
() instead"”)

5| Purple LLama Detection Result:




Attempts to reproduce earlier work

« The most closely related work by Wang et al. diagnoses the problem of LLMs
producing deprecated APIs and explores lightweight mitigations such as inline

prompts and string-level replacements.
e Their limitation:
— Only focus on deprecated APIs
— Manually collected deprecated APIs



Challenges in experiment

 How to measure the usability?
 How to measure the functionality?



Challenges in experiment

* How to measure the usability?
— Old version + new version

— Directly execute the code



Challenges in experiment

 How to measure the functionality?



Open-source APILOT

* We will open-source our code on github and we have earned
the badge from AEC.



Future works




Future works

* Applying APILOT to code in different programming
languages.



Future works

* Applying APILOT to code in different programming
languages.

« Additional security applications.



Conclusion

« Examine the prevalence of outdated API recommendations by
LLMs

 |ntroduce APILOT to mitigate these risks

 To implement APILOT, we propose several new techniques to
improve its efficiency.

« Comprehensive evaluation demonstrates the performance of
APILOT on such risks.



Q&A
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