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The output will be 

different if user use 

a different version of 

NetworkX
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Evaluation of APILOT

• Research questions or hypotheses

• Datasets, measurements, and metrics used

• Evaluation of commonness of invoking outdated APIs

• Experiment design and setup



Research questions or hypotheses

• Assumption: We assume that developers might use any 

available version of any package. 

• Research question: Whether APILOT is able to reduce the 

outdated APIs in generated code by LLM for any version of 

package without compromising functionality and usability?
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• Test Prompt

– 10 prompts for each outdated API to reduce randomness

– (Generative Adversarial-like Approach) Generated using GPT-4o, designed to 

emulate realistic user inputs based on the provided function description. The prompt 

is further refined using feedback from GPTZero to ensure it closely resembles 

human-written content.
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• Metrics

– Recommendation rate of outdated APIs (𝑭𝑨𝑷𝑰): The metric 𝑭𝑨𝑷𝑰 measures the frequency with which an 

LLM recommends outdated APIs. 

– Reduction rate of outdated API recommendations (𝑹): The metric 𝑹 measures the effectiveness of 

APILOT in reducing outdated API recommendations. 

– ExecRate: Ratio of executable code recommended by models under specified package version.

– ICE-Score: Functionality score of the recommended code.
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Experiment design and setup

• Experiment design:

– Security performance

– Functionality performance

– Usability performance

– Performance overhead

– Ablation Study



Experiment design and setup

• Experiment setup:

– APILOT was implemented using Python 3.8. 

– Data collection on outdated APIs was performed on a server running Ubuntu 

18.04 LTS, equipped with 256 GB RAM and an Intel Xeon CPU with 24 

cores at 2.9 GHz. Access to the LLMs used in this study was facilitated 

through APIs provided by OpenAI, Replicate, Mistral, and DeepSeek. 

– The prediction models, llama-3.1-70b-instruct and llama-3.1-8b-instruct, 

were hosted on Amazon Web Services (AWS) utilizing Nvidia A100 GPUs 

(4 GPUs with a total memory of 320 GB).

– Over the entire evaluation, more than 250 million tokens were processed by 

the LLMs.
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Security Performance of APILOT

(SOTA) Purple LLAMA: ≈ 0% detection rate
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generated by APILOT

On average:

• APILOT-S is 0.05% lower than 

vanilla LLM

• APILOT is 0.22% higher than 

vanilla LLM

SAME LEVEL
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Insights from experiment

• Experimentation artifacts used from the community

• Attempts to replicate or reproduce earlier work

• Challenges encountered and how we addressed them

• Sharing of artifacts, data, or tools with the community



Existing Defense System for this Issue?



Existing Defense System for this Issue?

• Yes



Existing Defense System for this Issue?

• Yes

• (SOTA) Purple-Llama from Meta



Existing Defense System for this Issue?

• Yes

• (SOTA) Purple-Llama from Meta

– Mitigate the Jailbreak problem

– Detect the vulnerabilities in generated code



Limitation of Existing Defense System

• Purple Llama



Source Code of 

Purple Llama

RegEx Only, MD5/SHA1 Only



Limitation of Existing Defense System

• Example: Purple Llama



Attempts to reproduce earlier work

• The most closely related work by Wang et al. diagnoses the problem of LLMs 

producing deprecated APIs and explores lightweight mitigations such as inline 

prompts and string-level replacements. 

• Their limitation:

– Only focus on deprecated APIs

– Manually collected deprecated APIs
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• How to measure the usability?

– Old version + new version
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• How to measure the functionality?



Open-source APILOT

• We will open-source our code on github and we have earned 

the badge from AEC.
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Future works

• Applying APILOT to code in different programming

languages.

• Additional security applications.



Conclusion

• Examine the prevalence of outdated API recommendations by
LLMs

• Introduce APILOT to mitigate these risks

• To implement APILOT, we propose several new techniques to
improve its efficiency.

• Comprehensive evaluation demonstrates the performance of
APILOT on such risks.
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