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Abstract—Following the recent Internet of Things-induced

trends on digitization in general, industrial applications will fur-

ther evolve as well. With a focus on the domains of manufacturing

and production, the Internet of Production pursues the vision of

a digitized, globally interconnected, yet secure environment by

establishing a distributed knowledge base.

Background. As part of our collaborative research of advancing

the scope of industrial applications through cybersecurity and

privacy, we identified a set of common challenges and pitfalls

that surface in such applied interdisciplinary collaborations.

Aim. Our goal with this paper is to support researchers in

the emerging field of cybersecurity in industrial settings by

formalizing our experiences as reference for other research

efforts, in industry and academia alike.

Method. Based on our experience, we derived a process cycle of

performing such interdisciplinary research, from the initial idea

to the eventual dissemination and paper writing. This presented

methodology strives to successfully bootstrap further research

and to encourage further work in this emerging area.

Results. Apart from our newly proposed process cycle, we report

on our experiences and conduct a case study applying this

methodology, raising awareness for challenges in cybersecurity

research for industrial applications. We further detail the in-

terplay between our process cycle and the data lifecycle in

applied research data management. Finally, we augment our

discussion with an industrial as well as an academic view on

this research area and highlight that both areas still have

to overcome significant challenges to sustainably and securely

advance industrial applications.

Conclusions. With our proposed process cycle for interdisci-

plinary research in the intersection of cybersecurity and indus-

trial application, we provide a foundation for further research.

We look forward to promising research initiatives, projects, and

directions that emerge based on our methodological work.I. INTRODUCTION

Under the umbrella of terms such as cyber-physical systems

(CPS) [55], the Internet of Production (IoP) [18], [89], and

the Industrial Internet of Things (IIoT) [102], we observe an

accelerating trend for digitization across all industrial sectors.

Within the scope of this digitization, cybersecurity research is

not only indispensable to secure industrial networks and cyber-

physical systems [55], but it also provides the opportunity to

realize novel forms of industrial applications and collaboration:

By applying methods and tools developed by the security and

privacy community to industrial use cases, we can provide

functionality that was previously considered impossible due to

prevalent confidentiality and privacy concerns.

As we have presented with our previous research efforts,

recent advances in cybersecurity and privacy research allow

the realization of secure multi-hop accountability in (physi-

cal) supply chains by cleverly combining tamper-resistance,

which is provided by blockchains, with attribute-based en-

cryption [5], [85]. Likewise, transparent end-to-end encryption

allows companies to securely realize many-to-many commu-

nication on top of well-established communication protocols,

which already serve as the foundation for various industrial

CPS scenarios [36]. Finally, different cryptographic building

blocks interplay to lay the foundation to then create a privacy-

preserving production process parameter exchange [86] and

real-world applicable company benchmarking [93].

Despite these promising forays, to date, only a few ap-

proaches (e.g., [9], [59], [110]) for real-world applicable,

secure, and privacy-preserving industrial applications and col-

laborations have been proposed [18], [59]. One of the main

reasons for this situation is that addressing novel use cases

is challenging and requires intensive cooperation between in-

dustrial companies and cybersecurity experts to come up with

suitable use case-fitting solutions. Today, such cooperation

is severely hindered as industrial companies either do not

have the required data readily available, are reluctant to share

them due to confidentiality concerns, or cannot imagine the

possibilities enabled by use case-tailored privacy-preserving

building blocks. Likewise, cybersecurity experts might lack a

sufficient understanding of industrial processes, a respective

vision of future applications, and the required contacts to

significantly advance real-world applications.

To this end, in this paper, we report on our experiences

in performing research in the intersection of cybersecurity

and industrial application, stemming from several practically

applicable research efforts. Particularly, we present and discuss

our complete process cycle from initial bootstrapping to final

dissemination as well as challenges and pitfalls that arise when

researching at such a practical intersection. Throughout our
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Abstract—The website fingerprinting attack aims to identify

the content (i.e., a webpage accessed by a client) of encrypted

and anonymized connections by observing patterns of data flows

such as packet size and direction. This attack can be performed

by a local passive eavesdropper – one of the weakest adversaries

in the attacker model of anonymization networks such as Tor.

In this paper, we present a novel website fingerprinting

attack. Based on a simple and comprehensible idea, our approach

outperforms all state-of-the-art methods in terms of classification

accuracy while being computationally dramatically more efficient.

In order to evaluate the severity of the website fingerprinting

attack in reality, we collected the most representative dataset that

has ever been built, where we avoid simplified assumptions made

in the related work regarding selection and type of webpages and

the size of the universe. Using this data, we explore the practical

limits of website fingerprinting at Internet scale. Although our

novel approach is by orders of magnitude computationally more

efficient and superior in terms of detection accuracy, for the

first time we show that no existing method – including our own

– scales when applied in realistic settings. With our analysis,

we explore neglected aspects of the attack and investigate the

realistic probability of success for different strategies a real-world

adversary may follow.

I. INTRODUCTION
Anonymous communication on the Internet is about hiding

the relationship between communicating parties. For many

people, in particular for those living in oppressive regimes, the

use of anonymization techniques is the only way to exercise

their right to freedom of expression and to freely access

information, without fearing the consequences. Besides, these

techniques are often used to bypass country-level censorship.

Hence, the users of anonymization techniques strongly rely on

the underlying protection as defined in their attacker model.

For them, it is particularly important to know the level of

protection provided against considered adversaries. Several

methods for low-latency anonymous communication had been

proposed by the research community but only a few systems

have been actually deployed. The Tor network [8] – the most

popular system nowadays that is used by millions of daily

users – promises to hide the relationship between the sender

of a message and its destination from a local observer. This

is the entity that eavesdrops traffic between the sender and the

first anonymization node. It can be, for example, a local system

administrator, an ISP, or everyone in the sending range of a

signal if the user is connected via a wireless link. An entity

with such capabilities is one of the weakest adversaries in the

attacker model of this and other anonymization techniques [8].

The website fingerprinting (WFP) attack is a special case of

traffic analysis. Performed by a local eavesdropper, it aims to

infer information about the content (i.e., the website visited) of

encrypted and anonymized connections by observing patterns

of data flows. Here, the attacker merely utilizes meta infor-

mation, such as packet size and direction of traffic, without

breaking the encryption. Before the end of 2011, Tor was con-

sidered to be secure against this threat [11], [21]. Since then, it

has become an active field of research. Several related works

showed the feasibility of the WFP attack in Tor, however,

using relatively small datasets (compared to the size of the

world wide web) and proposed voluminous countermeasures.

A recent work [14] questions the practical realizability of

the attack in the light of assumptions typically made and the

impact of the base-rate fallacy on the classification results.

In this paper, we propose a novel WFP attack based

on a subtle method to map network traces into a robust

representation of a class (in machine learning, a class is a

set or collection of abstracted objects that share a common

characteristic; in our case these are traces recorded for the

same webpage). We abstract the loading process of a webpage

by generating a cumulative behavioral representation of its

trace. From this, we extract features for our classifier. These

implicitly cover characteristics of the traffic that other classi-

fiers have to explicitly consider, e.g., packet ordering or burst

behavior. By design, our classifier is robust against differences

in bandwidth, congestion, and the timing of a webpage load.

As we will show, this approach outperforms all existing state-

of-the-art classifiers in terms of classification accuracy while

being computationally tremendously more efficient.
To evaluate the severity of the WFP attack in reality,

we constructed the most representative dataset that has ever

been assembled in this domain. It consists of over 300,000

webpages (this is ten times larger than the biggest set used

before, i.e., the one described in [14]) and is not subject to

simplified assumptions made by the related work. For instance,

most researchers consider only the index pages, i.e., those

that web servers provide for a requested domain (e.g., [26],

[9], [11]). Their objective is limited to differentiating index

pages, i.e., to detect certain index pages within a set of

other index pages. We clearly differentiate the classification

of webpages and websites. Our datasets enable for the first

time to study the detectability of both single webpages and

complete websites within realistic Internet traffic (serving as
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Issue 1: Conventional AE processes no longer scale with rising submission rates and the diversity in 
utilized software and hardware stacks

Issue 2: Detecting methodological flaws in a study is vital to determine its true contribution; however, 
these flaws are often hard to detect as part of standard reproducibility checks

Issue 3: The utility of AI for assessing the reproducibility of proposed concepts (e.g., as part of AE) 
remains underexplored
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submission numbers + manual effort

reproducibility checks seldomly
validate the methodology

explored but with room for potential benefits unclear
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Detect flaws to later watch out for

Independent of the model, only 
require access to final layer

Llama-3.2-3B-Instruct

Prioritize accuracy
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- ARP study (30/30 analyzed papers used)
We use a random sample of 10-12 papers to derive the concept vector (RATE and ASSESS stage)
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But: Explainability of the “abstracted” 
concept vector is missing
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More work needed but the general approach of using concept vectors seems generalizable
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- Commercial models much faster 

than local models
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deployment
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- Small dataset sizes

§ OLSZEWSKI: <300 artifacts
§ ARP: 30 papers

- No similar datasets available

Employ desktop agents, 
e.g., UI-TARS?

Create more datasets!
Shadow artifact evaluation?

Try different models,
and fine-tune LLMs
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github.com/COMSYS/artifact-evaluation-llm-support
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- Assess performance of the tools, find points to improve à low-risk pilot phase

Next Steps: Integration Into Peer Review
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• Reviewer benefits
- Avoid trial-and-error setups

- Reduce overall workload on artifact evaluators

- Structured reports enable richer feedback

• Community impact
- Transparent criteria and tools

- Encourage higher quality submissions

- More consistency across reviewers and conferences

- Open-source releases encourage community adoption and improvement
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