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Motivation: From Static to Dynamic Red-Teaming
• Red-Teaming as a Safety Mechanism for Large Language Models (LLMs)
• Current State: Single-Turn Focus

Reference: 
[2] P. Chao, A. Robey, E. Dobriban, H. Hassani, G. J. Pappas, and E. Wong, “Jailbreaking black box large language models in 
twenty queries,” in IEEE Conference on Secure and Trustworthy Machine Learning, SaTML 2025,



Reference:
[18] N. Li, Z. Han, I. Steneker, W. Primack, R. Goodside, H. Zhang, Z. Wang, C. Menghini, and S. Yue, “LLM defenses are not 
robust to multi-turn human jailbreaks yet,” arXiv preprint arXiv:2408.15221, 2024. 

Motivation: From Static to Dynamic Red-Teaming
• Real-World Reality: Multi-Turn Complexity



Motivation: From Static to Dynamic Red-Teaming
• Limitation: Static Multi-Turn Patterns
• The Research Challenge: Dynamic Adaptation

Ignores the 
target LLM's 
responses 
during 
interaction.

Conditional 
Query 
Generation



Inspired by the Paradigm Shift: From 
Feature Engineering to Machine Learning

Traditional 
Handcrafted 
Features

Machine-learning
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Method—Problem Formulation
We turn multi-turn jailbreak into a conditional text generation problem.
• Input:

• Adversarial Goal 𝑥𝑔𝑜𝑎𝑙
• Interaction History 𝑥(1), 𝑟(1), … , 𝑥(𝑖−1), 𝑟(𝑖−1)

• Output:
• The next-turn query 𝑥(𝑖)

𝑥(𝑖)~𝜋𝜃 𝑥(𝑖) 𝑥𝑔𝑜𝑎𝑙 , 𝑥
(1), 𝑟(1), … , 𝑥(𝑖−1), 𝑟(𝑖−1)

• 𝜃 represents the parameters of the attacking LLM 𝜋𝜃
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Method—Stage 1: Training Set Construction
Training data built from the ForbiddenQuestions dataset
Strict deduplication to avoid data leakage (evaluation using AdvBench)
• Attack goals with semantic similarity > 0.8 to any test question were removed!



Method—Stage 1: Training Set Construction
Minimax Strategy: Retain only attack queries that successfully bypass GPT-4o 
safety filters, ensuring strong effectiveness when attacking weaker LLMs.



Method—Stage 1: Training Set Construction
An input-output pair sample (with the Output: Qi) is selected (e.g. 
[Goal, Q1,R1]→Q2) if any {Ri, ..., R_last} is harmful (e.g., R2 or R3).



Game-Theoretic Insight
Strategies capable of defeating the strongest opponent 
generalize more effectively to weaker models.

Why GPT-4o instead of Claude?
• Claude: only ~10% of attack queries succeed → too few successful 

samples to construct a meaningful dataset
• GPT-4o: ~50% success rate → sufficiently large pool of strong 

adversarial trajectories for minimax-driven selection



Method—Stage 2: Attacker Post-Training

• Direct Preference Optimization (DPO) 

Preference Tuning



DPO has shown strong improvements

Open Question
Is DPO actually more practical and stable than newer RL 
methods such as GRPO for jailbreak-style generation?
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Experiments & Key Results
• Comparison with Single-Turn Baselines

Modern frozen 
LLMs refuse 
to generate 
attack 
queries, and 
PAIR becomes 
ineffective



Experiments & Key Results
• Comparison with the Multi-Turn Baseline
• Case Example

Modern frozen LLMs are too safe to 
generate attack queries, making 
ActorAttack ineffective on this 
example (AdvBench Question 
Index 451).

We will not release harmful responses or actionable harmful content! 
Our goal is to strengthen LLM safety through systematic red-teaming, 
uncovering vulnerabilities, and enabling more advanced defense strategies.



 Additional external evidence 
that modern LLMs refuse to 
generate adversarial queries

Discussion: What are 
the Capability 
Boundaries of LLMs?



Experiments & Key Results
• Defense Analysis • Concise and fluent 

queries → more difficult 
to detect

• Proxy defenses reduce 
ASR but do not 
eliminate attacks → 
motivates stronger 
defenses

Your thoughts and 

perspectives? Future 

directions?
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