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Vulnerability Notifications 
-- or “You have been hacked!”
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▪ Vulnerabilities = misconfigurations or compromises 

▪ Vulnerability notifications = messages to operators of vulnerable systems

▪ Sender = those who find vulnerabilities

▪ Recipient = owner of vulnerable system (e.g., website / domain owner)

▪ Notification channel = direct (e-mail, phone, letter)

▪ Vulnerability disclosure = disclosing vulnerabilities to vendors

▪ Sender = those who find vulnerabilities

▪ Recipient = vendor of a system that has a vulnerability (e.g., WordPress)

▪ Notification channel = “coordinated” (e.g., portal, bug bounty program, direct)
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Fix it – if you can! 
Towards Understanding 
the Impact of Tool 
Support and Domain 
Owners’ Reactions to 
SSHFP Misconfigurations

Link to paper: https://s.kit.edu/sshfp-paper
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Background
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▪ Notifcations have proven effective, yet remediation rates are low [2, 3, 6 - 11, 13]

▪ Open question: How to best support those affected?

▪ Tool support is recommended by previous work [5, 9, 13, 15]

− tool support significantly increased remediation where used

− tool support helped to verify the legitimacy of a notification

▪ Users find self-test tool helpful [7]

▪ Tool support has not been proven effective [5, 9]

− but high delivery failures, usability issues [9]

− sender had a different affiliation than the institution hosting the tool [7]



Background
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▪ Just because an issue is not remediated does not imply that affected individuals 

are not aware or careless [9]

▪ Open question: What are individual reasons for non-remediation and how do 

they affect remediation rates?

▪ Lack of resources, complex coordination within a company, or lack of knowledge might 

hinder remediation processes [14]

▪ Motivations and reactions might be different for misconfiguration issues [5, 12]



Research Questions
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Does an interactive self-test tool increase remediation 
compared to textual information?

Does an interaction effect exist between the provider 
of the tool and the sender of the notification?

What are the reasons for domain owners’ non-
remediation of the misconfiguration?

How do domain owners react to notifications about 
misconfigurations?

RQ1

RQ2

RQ3

RQ4
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Methodology – 
Notifications

▪ Notification text based on 

related work [13, 16]

▪ Six different notifications sent 

from KIT and TU Berlin

▪ First e-mail: March 6, 2024

▪ One reminder e-mail: March 26, 

2024 (neither remediated nor 

responded)

▪ Periodic scans to measure 

remediation rate

▪ Analysis of email responses to 

measure reaction and reasons
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blue text: 

reminder notification

personalized salutation

motivation

description of the issue
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threat model

Additional information

and possibility to

verify in link groups

possibilities to contact and verify the sender



Summary
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▪ We measured 

▪ whether an interactive self-test tool increases remediation (RQ1)

➢ Results: sig. differences between text only KIT and tool different TU Berlin

▪ whether interaction effects exist between the sender of the notification and the 

institution hosting the tool (RQ2), 

➢ Results: no interaction effects found

▪ why domain owners do not remediate the misconfiguration (RQ3), 

➢ Results: not an issue, no option to remediate

▪ and how they respond to our notification (RQ4).

➢ Results: mostly friendly, but also disagreement and annoyance
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“I believe it‘s incredible
difficult to fight against this
flood of spam“: Towards
Enhancing Strategies for
Creating Effective
Vulnerability Notifications

Link to paper: https://s.kit.edu/hacking-paper
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Background
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▪ Notifcations have proven effective, yet remediation rates are low [2, 3, 6 - 11, 13]

▪ Open question: Which sender is most suitable?

▪ Related work showed mixed results wrt sender

− sender has no impact on remediation rate [6, 8, 11, 17, 19, 20]

− legal sender is most effective with respect to remediation [5]

− Recipients state sender is important to assess the trustworthiness of a notification [5, 6]



Background

25-12-09 Hennig et al. - TS;DR (too spammy didn’t read) – LASER @ACSAC 202515

▪ Open question: Which effect do sanctions have?

▪ Related work has proposed incentives (i.e., consequences) [5, 9, 10, 17, 18]

− technical incentives (quarantining network connections) has proven effective [10, 17]

− legal incentives (fines) can significantly increase remediation [5]

− only applicable in certain circumstances

− maybe dependent on sender? [5, 12]

▪ Open question: Why do those affected not remediate?

▪ Lack of resources, complex coordination within a company, or lack of knowledge might 

hinder remediation processes [14]



Research Questions

25-12-09 Hennig et al. - TS;DR (too spammy didn’t read) – LASER @ACSAC 202516

Which framing has what impact on the remediation of 
compromised websites?

Which sender has what impact on the remediation of 
compromised websites?

Can we identify an interaction effect between sender and 
framing wrt the remediation of compromised websites?

What are reasons for website owners to not remediate their 
websites even after being notified twice?

RQ1

RQ2

RQ3

RQ4
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Methodology – 
Notifications

▪ Notification text based on pre-

study interviews [16]

▪ Three senders: Federal CERT, 

hosting provider, university

▪ Three framings: technical, 

reputational, neutral

▪ Consecutive notifications 

between April ’22 and Nov ’23

▪ One reminder e-mail each after 

two weeks

▪ Periodic scans to measure 

remediation rate

▪ Phone calls after 8 weeks
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personalized salutation

motivation

verification of the issue

further information

possibilities to contact and verify the sender

consequences



Framings
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▪ <neutral>: without framing

▪ <technical-generic>: Please check this issue. If the problem is not remediated, we will have 

to report your case to your hosting provider. They can block your webspace or the affected 

files in your webspace.

▪ <technical-hoster1>: Please check this issue and let us know what you have done. Please 

note that if there is no response or if the problem persists, we may be forced to block your 

webspace or the affected files in your webspace on <date>

▪ <technical-hoster2>: Please check this and let us know what action you have taken. Please 

note that if there is no response or if the problem persists, we will be forced to take further 

action.

25-12-09



Framings
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▪ <reputation-generic>: Please check this issue. Please note that you may suffer reputational 

damage if you do not remediate the problem. This can be, for example, block listings with 

security providers or warning messages from the browser, so that your website is indexed as 

a security risk for outsiders.

▪ <reputation-CERT>: Please check this issue and let us know what you have done. Please 

note that various web reputation services assess the credibility of websites according to a 

scoring procedure, which may also include issues such as this one. Users of such web 

reputation services may therefore receive a warning, or their access may be blocked 

completely.

25-12-09



Summary
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▪ We measured 

▪ what effect different framings have on the remediation of compromised websites (RQ2), 

➢ Results: no significant differences between different framings

▪ what effect different senders have on the remediation of compromised websites (RQ1)

➢ Results: significant difference towards control group, not between different senders

▪ if an interaction effect exist between sender and framing (RQ3)

➢ Results: no interaction effect

▪ why domain owners do not remediate the misconfiguration (RQ4), 

➢ Results: website owners were not aware of notification (spam)

25-12-09
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What are your experiences?
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▪ Have you ever found a vulnerability?

▪ Have you ever disclosed a vulnerability you found?

▪ If so: How? What are your experiences?

▪ If not: Why?

▪ In your opinion: 

▪ What are the most important factors for vulnerability notifications?

▪ What needs to be improved?

▪ What are possible research questions for related work?

25-12-09
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Open Questions
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Effect of tool support needs further investigation

- Tool provider and sender from different domains? 

Additional strategies needed to increase 
awareness – enhancing background knowledge?

Incentives that can arise fear not recommended – 
encouraging framings?

…

1

2

3

4

25-12-09
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