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— or “You have been hacked!” mfb @i gdd

= Vulnerabilities = misconfigurations or compromises

= Vulnerability notifications = messages to operators of vulnerable systems
= Sender = those who find vulnerabilities
= Recipient = owner of vulnerable system (e.g., website / domain owner)
= Notification channel = direct (e-mail, phone, letter)
= Vulnerability disclosure = disclosing vulnerabilities to vendors
= Sender = those who find vulnerabilities
= Recipient = vendor of a system that has a vulnerability (e.g., WordPress)

= Notification channel = “coordinated” (e.g., portal, bug bounty program, direct)
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Fix it - if you can!
Towards Understanding
the Impact of Tool
Support and Domain

Owners’ Reactions to 05
SSHFP Misconfigurations
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= Notifcations have proven effective, yet remediation rates are low [2, 3, 6 - 11, 13]

= Open question: How to best support those affected?
= Tool support is recommended by previous work [5, 9, 13, 15]
— tool support significantly increased remediation where used

— tool support helped to verify the legitimacy of a notification

= Users find self-test tool helpful [7]

= Tool support has not been proven effective [5, 9]
— but high delivery failures, usability issues [9]

— sender had a different affiliation than the institution hosting the tool [7]
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= Just because an issue is not remediated does not imply that affected individuals

are not aware or careless [9]
= Open question: What are individual reasons for non-remediation and how do
they affect remediation rates?

= Lack of resources, complex coordination within a company, or lack of knowledge might

hinder remediation processes [14]

= Motivations and reactions might be different for misconfiguration issues [5, 12]
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Research Questions

Does an interactive self-test tool increase remediation
compared to textual information?

Does an interaction effect exist between the provider
of the tool and the sender of the notification?

What are the reasons for domain owners’ non-
remediation of the misconfiguration?

How do domain owners react to notifications about
misconfigurations?
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Methodology -
Notifications

= Notification text based on
related work [13, 16]

= Six different notifications sent
from KIT and TU Berlin

= First e-mail: March 6, 2024

=  One reminder e-mail: March 26,

2024 (neither remediated nor
responded)

= Periodic scans to measure
remediation rate

= Analysis of email responses to
measure reaction and reasons

Greeting {{firstnamel}} {{lastnamel}},

As part of a research project at [{UNI}}, we are identifying misconfigurations related to your
DHS infrastructure.

We have already contacted you about this on 86.83.2824.
With this message. wWe me te form you about the behawi
already made changes SHFP records, this message likely

Whether you wish to t
not be at any disad
Will not contact you again.

to your discretion. As part of
nothing further. After this

Do you think our email is a mistake? Or are you already aware of the problem? We would gre ly
appreciate your feedback in a short reply to this email.
Otherwise, here is the information from our first email again

# What is the issue?
You are using S55HFP DNS records on the following domains to utilize DNS-based HostKey
verification for 55H:

{{subdomain_1}}
{{subdomain_2}}
{{subdomain_3}}
{{subdomain_4}}

In the course of our investigationm, we hawve found that the entries you have set are not
correctly configured. There are two possible scenarios:

1) The HostKey fingerprints in the 55HFF DN5 records do not match the actual Hostkeys or HostKey
fingerprints of the 55H serwer.

2) The 55HFP DN5 records are not being securely transmitted because DNS5EC is not configured.
# What can happen?

For scenario 1: If the HostKey fingerprints in the DNS and the corresponding 55H server do not
match, the HostKey wverification cannot be automatically performed by the 55H program. This means
that the 55H program {e.g., Open55H) will prompt the user for manual werification. Manual
verification carries the risk that it may be done incorrectly or not at all.

For scenario 2: DN5 is a plaintext protocol that, without DNSSEC. does not provide guarantees
for the authenticity of the transmitted data. The 55HFP standard requires that these DNS records
be securely transmitted {e.g., via DNSSEC). If this is not the case, network-based attackers can
manipulate or remove the transmitted 55HFP records. This means that automated HostKey
wverification will fail or may accept manipulated HostKeys from the attacker.

In both scenarios. this could potentially lead to attackers gaining access to your 55H
credentials and thus to your infrastructure.

You can verify the configuration we fied using a self-test tool. There you will a
more formation on how toe proc the tool, enter {{link}} in your browser d
verify yourself with the token {{t . You can also use the direct link: [{link}}?t

We recommend that you resolwve the issuwe. You can consult your IT administrator or DN5S hosting
provider on how to set the configuratiom correctly.

Best regards.
{{Sender}}

{{Sender"s footer}}
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As part of a research project at [{UNI}}, we are identifying misconfigurations related to wyour
DNS infrastructure. ‘L__~. . .
motivation

We have already contacted you about this on 86.83.2824.

Greeting {{firstnamel}} {{lastnamel}}, <=

With this message, we merely want to inform you about the behavior we have observed. If you
already made changes to the 55HFP records, this message likely refers to unconfigured DNSSEC.

Whether you wish to take further actiom 15 up to your discretion. As part of our study, yvou wWill <‘_-~

not be at any disadvantage if you choose to do nothing further. After this reminder email, we blue text:

Will not contact you again.

Do you think our email is a mistake? Or are you already aware of the problem? We would greatly reminder notification
appreciate your feedback in a short reply to this email.

Otherwise, here is the information from our first email again

# What is the issue?
You are using S5HFP DN5S records on the following domains to utilize DN5-based HostKey
verification for 55H:

<+— description of the issue
{{subdomain_1}}
{{=subdomain_2}}
{{subdomain_3}}
{{=subdomain_4}}

In the course of our investigation, we have found that the entries you have set are not
correctly configured. There are two possible scenarios:

1} The HostKey fingerprints in the 55HFP DNS records do not match the actual HostKeys or HostKey
fingerprints of the 55H server.

2} The 55HFF DN5 records are not being securely transmitted because DNSSEC is not configured.



# What can happen?

For scenario 1: If the HostKey fingerprints in the DN5 and the corresponding 55H server do not
match, the HostKey wverification cannot be automatically performed by the 55H program. This means
that the 55H program {(e.g., Open55H) will prompt the user for manual verification. Manual
verification carries the risk that it may be done incorrectly or not at all.

For scenario 2: DHS is a plaintext protocol that, without DNS5EC. does not provide guarantees
for the authenticity of the tramsmitted data. The 55HFP standard requires that these DNS records
be securely transmitted {(e.g.., wvia DNSSEC). If this is not the case, network-based attackers can
manipulate or remove the transmitted 55MFP records. This means that automated HostkKey
verification will fail or may accept manipulated HostKeys from the attacker.

In both scenarios, this could potentially lead to attackers gaining access to your 55H
credentials and thus to your infrastructure.

You can verify the configuration we identified using a self-test tool. There you wWwill also find
more information on how to proceed. To wse the tool, enter {{link}} in your browser and then
verify yourself with the token {{tokenm}}. You can also use the direct link: {{link}}?t={{token}}

We recommend that you resolve the issue. You can consult your IT administrator or DNS hosting
provider on how to set the configuration correctly.

Best regards.
{{5ender}}

{{5ender"s footer})}
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¥ threat model

+~— Additional information
and possibility to
verify in link groups

possibilities to contact and verify the sender
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= \We measured

= whether an interactive self-test tool increases remediation (RQ1)
» Results: sig. differences between text only KIT and tool different TU Berlin

= whether interaction effects exist between the sender of the notification and the
institution hosting the tool (RQ2),

» Results: no interaction effects found

= why domain owners do not remediate the misconfiguration (RQ3),
» Results: not an issue, no option to remediate

= and how they respond to our notification (RQ4).
» Results: mostly friendly, but also disagreement and annoyance
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“| believe it's incredible
difficult to fight against this
flood of spam®: Towards
Enhancing Strategies for
Creating Effective
Vulnerability Notifications
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= Notifcations have proven effective, yet remediation rates are low [2, 3, 6 - 11, 13]

= Open question: Which sender is most suitable?

= Related work showed mixed results wrt sender
— sender has no impact on remediation rate [6, 8, 11, 17, 19, 20]
— legal sender is most effective with respect to remediation [5]

— Recipients state sender is important to assess the trustworthiness of a notification [5, 6]
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= Open question: Which effect do sanctions have?

= Related work has proposed incentives (i.e., consequences) [5, 9, 10, 17, 18]
— technical incentives (quarantining network connections) has proven effective [10, 17]
— legal incentives (fines) can significantly increase remediation [9]
— only applicable in certain circumstances

— maybe dependent on sender? [5, 12]

= Open question: Why do those affected not remediate?

= Lack of resources, complex coordination within a company, or lack of knowledge might

hinder remediation processes [14]

AT



5 SECUSO

Research Questions mfb $E52 Gy

meris KASTEL

Which framing has what impact on the remediation of
compromised websites?

Which sender has what impact on the remediation of
compromised websites?

Can we identify an interaction effect between sender and
framing wrt the remediation of compromised websites?

What are reasons for website owners to not remediate their
websites even after being notified twice?
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M et h (0) d (o) I (o) gy - To: <recipient.email> i;-EL
Notifications From: <sender>

Subject: Important information on your website <domain>

= Notification text based on pre-
study interviews [16]

= Three senders: Federal CERT,

hOStIng prOV|der, unive rSIty Within a research project we currently analyze search engine entries and detected several subpages which redi-

= Three framings: technical,
reputathnaL neutral You can easily reproduce it when you search in your browser for “site:<source.fqdn> <hacking_keyword>". The

search results show all entries to your website that are known to the search engine. You can see that some entries do not

<title> <lastname>,

We are contacting you with important information about your website <domain>.

rect to fraudulent online shops. It looks like your website was manipulated by third parties.

= Consecutive notifications
between April '22 and Nov ’23

= One reminder e-mail each after We recommend you to restore the security of your website. Please verify our information and solve the problem

match the content of your website. If you clicked on those links, you would be redirected to a fraudulent online shop.

two weeks as soon as possible. You can find further information at https://www.web-inspection.de/faq.
= Periodic scans to measure <framing>
remediation rate 5
Best regards,
= Phone calls after 8 weeks <sender>

<signature>
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To: <recipient.email>

From: <sender>

Subject: Important information on your website <domain>

personalized salutation

<title> <lastname>, e

We are contacting you with important information about your website <domain>.

«— Mmotivation

Within a research project we currently analyze search engine entries and detected several subpages which redi-

rect to fraudulent online shops. It looks like your website was manipulated by third parties.
You can easily reproduce it when you search in your browser for “site:<source.fqdn> <hacking_keyword>". The
search results show all entries to your website that are known to the search engine. You can see that some entries do not +— \/orification of the issue

match the content of your website. If you clicked on those links, you would be redirected to a fraudulent online shop.

We recommend you to restore the security of your website. Please verify our information and solve the problem

as soon as possible. You can find further information at https://www.web-inspection.de/faq. \ further information
<framing> @
consequences
Best regards,
<sender>

<signature> < possibilities to contact and verify the sender
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= <neutral>: without framing

= <technical-generic>: Please check this issue. If the problem is not remediated, we will have
to report your case to your hosting provider. They can block your webspace or the affected

files in your webspace.

= <technical-hoster1>: Please check this issue and let us know what you have done. Please
note that if there is no response or if the problem persists, we may be forced to block your

webspace or the affected files in your webspace on <date>

= <technical-hoster2>: Please check this and let us know what action you have taken. Please
note that if there is no response or if the problem persists, we will be forced to take further

action.
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= <reputation-generic>: Please check this issue. Please note that you may suffer reputational
damage if you do not remediate the problem. This can be, for example, block listings with
security providers or warning messages from the browser, so that your website is indexed as

a security risk for outsiders.

= <reputation-CERT>: Please check this issue and let us know what you have done. Please
note that various web reputation services assess the credibility of websites according to a
scoring procedure, which may also include issues such as this one. Users of such web
reputation services may therefore receive a warning, or their access may be blocked

completely.
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= \We measured

= what effect different framings have on the remediation of compromised websites (RQ2),
» Results: no significant differences between different framings

= what effect different senders have on the remediation of compromised websites (RQ1)
» Results: significant difference towards control group, not between different senders

= if an interaction effect exist between sender and framing (RQ3)
» Results: no interaction effect

= why domain owners do not remediate the misconfiguration (RQ4),
» Results: website owners were not aware of notification (spam)
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= Have you ever found a vulnerability?

= Have you ever disclosed a vulnerability you found?
= |f so: How? What are your experiences?
= |f not: Why?
= |n your opinion:
= What are the most important factors for vulnerability notifications?
= What needs to be improved?

= What are possible research questions for related work?
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Effect of tool support needs further investigation
- Tool provider and sender from different domains?

Additional strategies needed to increase
awareness — enhancing background knowledge?

Incentives that can arise fear not recommended —
encouraging framings?
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